Brief Manual for the Certification Process

Programs required by the certifier:

e Notepad++ or Vizual Studio Code: To open files in .yaml or .json format.
e Through Windows 10 or 7zip (for odher versions of Windows): To calculate the SHA-256
hash.

Certification Process:

e Through the Calendly and the email we have for Bol, we check the appointment
scheduled by someone who wants to be certified.

e [f the individual has entered their CodeName in Calendly, we can check before the
appointment, on the Explorer (https://explorer.mainnet.bolchain.net/), to see the
current status of their account and whether they have made a certification request.

e We join the video conference with the certifying individual at the time set in the
appointment and ask them to send us the CertificationMatrix.yaml file. (The individual
being certified must have their camera and microphone turned on).

e We open the file and check how many nationalities they have declared in their account.

e We open the Bol Wallet application, and from the menu, we select Certifier >> Certify a
CodeName.

e In the field that appears, we paste the CodeName copied from the
CertificationMatrix.yaml file.

e We select the number of nationalities listed in the CertificationMatrix 1,2 or 3.

1. Case with One Nationality:

In this case, the country of birth must be the same as the country that registered
(meaning the Country Code should match the Birth Country Code and the

country prefix in the Codename).

e Through the video conference, we check the identity document or
passport. (The individual must have it with them during the conference

and it must match the identity document or passport used in the wallet).



e We verify that the details in the CertificationMatrix.yaml file (name,
surname, date of birth, and the last five digits of the NIN) match the
identity document or passport and the NIN proof.

e We check the hash of the identity document or passport file.

e We randomly verify other files, such as photo, voice, proof of NIN, etc.

e Optionally, we may also perform a hash verification:

- CitizenshipHash = sha256(Citizenship.yaml file)
- EDI=sha256(IdentificationMatrix.yaml file)

If everything is correct, including the CodeName, personal details, and files, we
click the Continue button, and the application automatically performs all
necessary checks on the blockchain for alternative codenames, other
nationalities, etc. If everything is in order, the Certify button will become active,
allowing us to proceed with the certification. Clicking the Certify button registers

the certification on the blockchain.

If there is an issue, the Certify button will be deactivated, and an error message

will appear indicating the problem, as shown in the image below.

€ BOL Wallet (testnet] — ] x

GRC short hash is in the

@ MultiCitizenship list.
USA short hash is in the

MultiCitizenship list.

P Alternative account with the same |0
% details found!

CodeName:
P<GRC<ELLI3<G=<<1975M<eFE0IPAS3Tg<1A2ES
Status: PendingCertifications

Certifications: 1

9 The account you entered. o

CodeName:
P<GRC<ELLI3<G<<<1975M<eFE09IPAS3Tq<8B17B

Status: PendingCertifications

Certifications: 0



2. Case with Two or Three Nationalities:

In this case, in addition to the Codename, the application requires us to fill in

details for the other nationalities as well, which we copy from the

CertificationMatrix.yaml file.
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Fill in the details for each additional nationality except for the
Registration Country. (For the Registration Country, the CodeName we
have already entered is sufficient).

Check the documents and details for all nationalities, just as we did in the
case of one nationality.

Click the Continue button, and the application will automatically perform
all checks on the blockchain for alternative codenames, short hashes for
all nationalities, etc. If everything is correct, the Certify button will be
enabled, allowing us to proceed with the certification. If there is an issue,
the Certify button will remain deactivated, and an error message will
appear indicating the problem.

Click the Certify button, and the certification will be registered on the

blockchain. Along with the certification, the application will also register



the short hash for each additional nationality, except for the Registration

Country.

Certification of children under 16 years old is done through an adult guardian, with the
child present during the video conference. All communication is conducted with the adult.
The same applies to elderly individuals or those who are unable to handle their accounts
themselves. The presence of a representative managing the account is permitted during
certification.

In case someone does not want to or does not trust sending us a file to check the hash, they
must calculate it themselves using 7zip or Windows 10, and we will check it live during

the video conference presentation.

What to Pay Attention to When Entering Details:

Field: Surname

The full surname must be entered exactly as it appears on the identity document

(passport or ID card).

If the official documents include two surnames, or the surname is compound (composed
of two or three parts separated by spaces, dashes, or other separators), you must bypass
any separator characters and write all the parts of the surname consecutively, in the
same order as they appear on the document, without spaces, dashes, or separator

characters.

Example:

o Ifthe document states IOANNOY-NIKA, enter IOANNOYNIKA.
o Ifthe document states IOANNOY OR IOANOQY, enter IOANNOYORIOANOY.



The first names should be entered separately in each field, in the same order as they
appear on the identity document (passport or ID card).
If a citizen holds multiple nationalities and does not have an NIN for one of them, that

nationality cannot be used as the Registration Country.

The citizen must use one of the nationalities for which they have a valid NIN to register

on BOL.

For the country where the citizen does not have an NIN, the field should be filled in with

the format provided on the website for that country, consisting of the characters 1 and A.

Example:

For Italy: NIN: AAAAAA11A11A111A

For USA: NIN: 111111111

Only the last five digits of the NIN should be entered.



